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Misconfigured cloud 
environments are a 

problem!
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entity can perform which 
action to which resource
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  }
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● Cloud Custodian
○ Rule-based
○ Requires manual tweaking of rules

● P-Diff
○ Learns control policies from access logs
○ Reactive approach

Existing solutions
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● Most policies are properly configured
● Use anomaly detection to learn properly configured policies
● Any found anomalies will likely be misconfigurations

Idea
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● Policies are specific to the context of the organization
● Checks must be proactive to ensure policies are not abused
● Checks must be low maintenance to ensure adoption

Challenges
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● Model policies as a graph
○ A policy can have multiple 

statements
● Policies are specific to the 

context of the organization
● Model the context of policies 

using Node2vec
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misconfigurations…
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● Each policy node is represented by a vector
● We can train an anomaly detection

model to find anomalous policies
● One-Class SVM
● Local Outlier Factor
● Isolation Forest
● Robust Covariance
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● Security operators manually verify a set of policies
● We run our approach and train the anomaly detector
● When new policies are added, we run our pipeline to check if we 

find an anomaly

How does this work in practice?
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● Evaluated on 3 real-world datasets
○ Dataset 1 & 2 are SSO users
○ Data was periodically collected using our tool
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● Evaluated on 3 real-world datasets
● Compared with rule-based Cloud Custodian
● Increased detection of misconfigurations but more FPs
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Evaluation - Are anomalies misconfigurations?Precision and 
recall can be 

tuned in anomaly 
detector
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Using anomaly detection in IAM policies:

● Increases the number of detected misconfigurations
● Incorrectly flags slightly more policies than rule-based solutions
● Requires fewer manual steps than rule-based solutions

https://github.com/utwente-scs/misdet-code
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Questions?

Using anomaly detection in IAM policies:

● Increases the number of detected misconfigurations
● Incorrectly flags slightly more policies than rule-based solutions
● Requires fewer manual steps than rule-based solutions

https://github.com/utwente-scs/misdet-code
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